PATENT APPLICATION 

Sheet 1 of 5 



FORM PTO-1449 

LIST OF PATENTS AND PUBLICATIONS FOR 
APPLICANT'S INFORMATION DISCLOSURE 
STATEMENT 

(Use several sheets If necessary) 



ATTY. DOCKET NO. 
10018637-1 



APPLICATION NO. 



CONFIRMATION NO. 



APPLICANT 

Verna E. Knapp, et al. 



A. 



FILING DATE 
Herewith 



GROUP 



— . 

ZD<T\ 



REFERENCE DESIGNATION 



U.S. PATENT DOCUMENTS 



EXAMINER 

IKI IX 1 A 1 

INITIAL 




DOCUMENT 

PJUIVlDtn 


DATE 


NAME 


CLASS 


SUB 
CLASS 




1 A 














1 B 














1C 














1D 














1E 














IF 














1G 














1H 














11 














1J 














IK 













FOREIGN PATENT DOCUMENTS 







DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 


TRAN 
YES 


SLATIO 
NO 




1L 


















1M 


















IN 


















10 


















1P 

















OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.) 



o 



.6 



1Q 



'Applied Cryptography, Second Edition' by Bruce Schneier, copyright 1996; published 
by John Wiley & Sons, p.p. 70-74 (with citations) 



0 



1R 



"RealNetworks in Real Trouble" Wired News Report, Nov. 10, 1999; p.p. 1-3; printed from the 
Internet 03/13/2001 from http:/wirednews.com/news/politics/0, 1 283, 32459, 00. html 



IS 



"SafeNet 2000: Security and Privacy Leaders Gather at Microsoft Campus to Seek Solutions to 
Challenges Facing Internet Users" Redmond, Wash., Dec 7, 2000; PressPass, p.p. 1-3; printed from 
the Internet 03/13/2001 from 

http://www.m^rosoft.conF*/Pre§sPass/features/2000/dec2000/1 2-07safenet.asp 




Rev 10/01 (PT01449) 



PATENT APPLICATION 

Sheet 2 of 5 



FORM PTO-1449 

LIST OF PATENTS AND PUBLICATIONS FOR 
APPLICANT'S INFORMATION DISCLOSURE 
STATEMENT 

(Use several sheets ff necessary) 



ATTY. DOCKET NO. 

10018637-1 



APPLICATION NO 



CONFIRMATION NO. 



APPLICANT 

Verna E. Knapp, et al. 



FILING DATE 

Herewith 



GROUP 



REFERENCE DESIGNATION 



U.S. PATENT DOCUMENTS 



EXAMINEF 
INITIAL 




DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 




2A 














2B 














2C 














2D 














2E 














2F 














2G 














2H 














21 














2J 














2K 













FOREIGN PATENT DOCUMENTS 







DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 


TRANSLATIO 


YES 


NO 




2L 


















2M 


















2N 


















20 


















2P 

















OTHER REFERENCES lincluding Author, Title, Date, Pertinent Pages, etc.) 



2Q 



"Intel Nixes Chip-Tracking ID" by Declan McCullagh, Apr. 27, 2000; LYCOSNETWORK; p.p. 1-3; 
printed from the Internet 03/13/2001 from 
http://www.wired.eom/news/politics/0, 1283, 35950, OO.html 



0' 



2R 



"Untraceable Electronic Mail, Return Addresses and Digital Pseudonyms", by David Chaum 
'Communications of the ACM, Feb. 1981, Volume 24, Number 2; p.p. 1-12; printed from the 
Internet 03/13/2001 from http://world.std.com/ franl/crypto/chaum-acm-1 981 .html 



..0 



2S 



"The NymlP Effort", p.p. 1 (with citations) printed from the Internet on 03/14/2001 from 
http://nymip.velvet.com/ 




PATENT APPLICATION 

Sheet 3 of 5 



FORM PTO-1449 


ATTY. DOCKET NO. 
10018637-1 


APPLICATION NO. 


CONFIRMATION NO 


LIST OF PATENTS AND PUBLICATIONS FOR 
APPLICANT'S INFORMATION DISCLOSURE 
STATEMENT 


APPLICANT 

Verna E. Knapp, et al. 


FILING DATE 


GROUP 




(Use several sheets If necessary) 


H rewith 







REFERENCE DESIGNATION 



U.S. PATENT DOCUMENTS 



EXAMINER 
INITIAL 




DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 




3A 














3B 














3C 














3D 














3E 














3F 














3G 














3H 














31 














3J 














3K 













FOREIGN PATENT DOCUMENTS 







DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 


TRAN 
YES 


SLATIO 
NO 




3L 


















3M 


















3N 


















30 


















3P 

















OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.) 



b 



.0 



3Q 



"Goalsof the NymlP Effort" p.p. 1-3; printed from the Internet on 03/14/2001 from 
http:nymip.velvet.com/cvs/general/goals.html 



0' 



0 



3R 



"Security of Statistical Databases: Multidimensional Transformation" by Jan Schlorer, Unitersitat 
Ulm, W. Germany, 'ACM Transactions on Database Systems', Vol.6, No.1, March 1981, PP95-112 



0 



.0 



3S 



"Optimal Disclosure Limitation Strategy In Statistical Databases: Deterring Tracker Attacks Through 
Additive Noise", by George T. Duncan and Sumitra Mukherjee, 'Access and Confidentiality In 
Statistical Databases:' June 16, 1998, p.p. 1-20 printed from the Internet 06/18/2001 from 
http://duncan.heinz,cmu.edu/GeorgeWeb/Optimal%20Disclosure%20Limitation%2098%2... 



DATE CONSIDERED 

37 v 3 I 




PATENT APPLICATION 

Sheet 4 of 5 



FORM PTO-1449 

LIST OF PATENTS AND PUBLICATIONS FOR 
APPLICANT'S INFORMATION DISCLOSURE 
STATEMENT 

{Use several sheets If necessary) 



ATTY. DOCKET NO. 

10018637-1 



APPLICATION NO. 



CONFIRMATION NO. 



APPLICANT 

Verna E. Knapp, et al. 



FILING DATE 

Herewith 



GROUP 



REFERENCE DESIGNATION 



U.S. PATENT DOCUMENTS 



EXAMINER 
INITIAL 




DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


. SUB 
CLAbS 




4A 














4B 














4C 














4D 














4E 














4F 














4G 














4H 














41 














4J 














4K 













FOREIGN PATENT DOCUMENTS 







DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 


TRAN 
YES 


SLATIO 
NO 




4L 


















4M 


















4N 


















40 


















4P 

















OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.) 



t> 



4Q 



"Markets and Privacy" by Kenneth C. Laudon, 'Communications of the ACM' Sept. 1996, Vol.39, 
No. 9; p.p. 92,93,95,97,99,101,103 



4R 



"Achieving Electronic Privacy n by David Chaum, (Article Appeared in 'Scientific American, 
Aug. 1992, p96-101) p.p. 1-8 printed from the Internet 03/16/2001 from 
http://www.chaum.com. articles/ Achieving_Electronic_Privacy.htm 



4S 



"Principles for Standardization and Interoperability in Web-based Digital Rights Management" A 
Position Paper for the W3C Workshop on Digital Rights Management (January 2001) 
Authors: John Erickson, Matt Williamson, Dave Reynolds, Poorvi Vora and Peter Rodgers; p.p. 1-7, 
printed from the Internet 03/13/2001 from http://www.w3.org/200O/12/drm-ws/pp/hp-erikson.html 




PATENT APPLICATION 

Sheet 5 of 5 



FORM PTO-1449 

LIST OF PATENTS AND PUBLICATIONS FOR 
APPLICANT'S INFORMATION DISCLOSURE 
STATEMENT 

(Use several sheets If necessary) 



ATTY. DOCKET NO. 
10018637-1 



APPLICATION NO. 



CONFIRMATION NO. 



APPLICANT 

Verna E. Knapp, t al. 



FILING DATE 
Herewith 



GROUP 



REFERENCE DESIGNATION 



U.S. PATENT DOCUMENTS 



EXAMINER 
INITIAL 




DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 




5A 














5B 














5C 














5D 














5E 














5F 














5G 














5H 














51 














5J 














5K 













FOREIGN PATENT DOCUMENTS 







DOCUMENT 
NUMBER 


DATE 


NAME 


CLASS 


SUB 
CLASS 


TRAN 
YES 


SLATIO 
NO 




5L 


















5M 


















5N 


















50 


















5P 

















OTHER REFERENCES (including Author, Title, Date, Pertinent Pages, etc.) 



o 



5Q 



"Security-Control Methods for Statistical Databases: A Comparative Study" by Nabil R. Adam and 
John C. Wortmann, 'ACM Computing Surveys', Vol.21, No. 4, Dec. 1989, p.p. 515-554 



0 



5R 



"A Right To Read Anonymously: A Closer Look at "Copyright Management" in Cyberspace" 
by Julie E. Cohen, originally published 28. Conn. L. Rev. 981 (1996). pp 1-77 



5S 




